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Online Account Guide
The purpose of this guide is to walk customers through the 
necessary steps to access their online accounts.  
Monitoring features are automatically activated in voluntary plans on the benefit effective 
date without any additional steps by the subscriber. This includes credit, identity, address, 
public records, non-credit, cyber and high-risk transaction monitoring services. Customer 
service features that are available on Day One include 24/7 customer care center, fully 
managed resolution services, breach notifications, and expense reimbursement funds.

Additional features are available on Day One, but require additional action from the customer 
for activation.  These include social network alerts, national provider id alerts, credit report and 
score, score tracker, solicitation reduction, lost wallet, and an identity profile report.

Please reach out to your Client Relations team if you have any 
questions regarding ID Watchdog services at 866.513.1518.
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WELCOME 
EMAIL 
All ID Watchdog customers 
will receive a welcome 
email and/or letter. Th e 
welcome email/letter 
explains how to create your 
online account.

If you have not provided an 
email address, we will send 
information regarding your 
account via the U.S. Postal 
Service mail.

You may also activate your 
account over the phone 
with one of our Customer 
Care Representatives, 
available 24/7.

1.866.513.1518
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REQUEST FOR 
INFORMATION 
A request for information 
will be sent to you on 
your benefi ts start date 
if we are missing critical 
account information.  
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ACTIVATION 
PROCESS1
Click the access 
link found in your 
welcome email, or 
type it in from your 
welcome letter.

Enter the access
code provided.
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STEP 1
Please provide the 
following information:

Zip code

Last 4 digits of SSN

Date of Birth

If your Social Security 
number and/or date of 
birth are not on fi le for 
adults and/or minors, the 
account creation process 
will end. If this occurs, you 
must call ID Watchdog at 
1.866.513.1518 to continue.
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STEP 2
Provide basic 
information (this may 
be pre-populated based 
on information provided 
during enrollment)

Create security 
questions/answers

Create username 
and password

Click “Create My Account”
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Added Security 
Additional safety measure to confirm your identity. 

ADDED 
SECURITY
Th is screen is an additional 
safety measure to confi rm 
your identity.
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Additional Notes 
Adult Subscribers and Dependents
» All adult subscribers and dependents (over the age of 18) should create their own accounts.

» �All adult individuals will use their own Social Security numbers, dates of birth, and zip codes
in order to register.

» �If we are missing critical information that wasn’t received from your employer (i.e., SSN or
DOB), you will need to contact us directly in order to create your account. You will not be able
to register online.

Minor Dependents
» �Minor dependents will be considered activated once their guardian (whose plan they are

under) is registered.

» �Minor dependents do not have a dashboard due to COPPA laws—alerts will be sent directly to
the primary account holder.

» All alerts will be addressed over the phone.

» When a minor turns 18, he or she can contact ID Watchdog by phone to create his or her
own account.
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STEP 3
To ensure the individual 
is the right person, we 
administer an industry-
standard verifi cation 
procedure called 
“Knowledge-Based 
Authentication.”

Problems? Call us for help: 
1.866.513.1518.
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KBA Question Notes 
» �Knowledge-based authentication or identity verification questions are difficult for anyone

other than the individual in question to  answer, and generally cannot be researched through,
say, your wallet. These questions are asked to ensure that we are only showing your personal
and private information to you.

» �These questions are derived from a composite of information pulled from commercially
available data sources, such as credit reporting agencies and public records.

» ��These questions must be answered on the first pass and in a timely manner or you will need
to contact us in order to activate your account.

» �Additionally, if for any reason we cannot collect enough data in order to automatically
generate the questions you will have to call us in order to activate your account. This might
occur, for example, if you have recently changed your name, or if you are a minor who has
just turned 18.
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Your first look into 
your identity. 

At this point, you’re taken to 
our main dashboard 
screen, from which you can 
explore our various product 
features. 

Identity Overview 

Pla,num	
  Plan	
  

IDENTITY 
OVERVIEW
At this point, you’re taken 
to our main dashboard 
screen, from which you 
can explore our various 
product features.
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ALERT 
HISTORY

Not	
  For	
  Distribu,on	
  

ALERT HISTORY
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CONFIRMATION 
EMAIL
Once account 
creation is complete all 
ID Watchdog customers 
will receive a confi rmation 
communication.
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ALL CLEAR 
MONTHLY 
SUMMARY
Every month thereafter, 
you’ll receive a monthly 
summary.  A green
email / letter means 
we haven’t detected any 
changes or activity 
related to your identity.
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RED ALERT 
An alert is sent out when 
we detect a change or 
other suspicious activity  
that might be indicative of 
identity theft.

1.  We immediately send a
red email or letter.

2.  We will send another red
email / letter at  the end
of the month in which
the activity was detected.

3.  We can also send SMS
text message alerts to a
cell phone.

If the activity is deemed 
fraudulent behavior, we’ll 
discuss our plan to resolve 
the issue for you.  
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RED MONTHLY 
SUMMARY
A red monthly summary 
is sent if we previously 
detected a change or other 
suspicious activity  that 
might be indicative of 
identity theft.


